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1. Aims 
 

1.1. 

http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://www.legislation.gov.uk/uksi/2020/1586/made
https://www.legislation.gov.uk/uksi/2020/1586/made
https://www.legislation.gov.uk/uksi/2020/1586/made
https://www.legislation.gov.uk/ukpga/1990/18/contents
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 Human Rights Act 1998 
 The Telecommunications (Lawful Business Practice) (Interception of 

Communications) Regulations 2000 
 Education Act 2011  
 Freedom of Information Act 2000 
 Education and Inspections Act 2006 
 Keeping Children Safe in Education 2023 
 Searching, screening and confiscation: advice for schools 2022  
 National Cyber Security Centre (NCSC): Cyber Security for Schools  
 Education and Training (Welfare of Children) Act 2021 
 UK Council for Internet Safety (et al.) guidance on sharing nudes and semi-

nudes: advice for education settings working with children and young people 
 Meeting digital and technology standards in schools and colleges 

 

3. Definitions 
 

3.1. This policy uses the following definitions: 
 

3.1.1. ICT facilities: all facilities, systems and services including, but not 
limited to, network infrastructure, desktop computers, laptops, 
tablets, phones, music players or hardware, software, websites, web 
applications or services, and any device system or service that may 
become available in the future which is provided as part of the 
Trust’s ICT service; 
 

3.1.2. Users: anyone authorised to use the Trust’s ICT facilities, including 
governors, staff, pupils, volunteers, contractors and visitors; 
 

3.1.3. Personal use: any use or activity not directly related to the users’ 
employment, study or purpose agreed by an authorised user; 
 

3.1.4. Authorised personnel: employees authorised by the Trust to perform 
systems administration and/or monitoring of the ICT facilities; 
 

3.1.5. Materials: files and data created using the Trust’s ICT facilities 
including but not limited to documents, photos, audio, video, printed 
output, web pages, social networking sites and blogs. 

https://www.legislation.gov.uk/ukpga/1998/42/contents
https://www.legislation.gov.uk/uksi/2000/2699/regulation/3/made
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4. Unacceptable Use 
 

4.1. The following is considered unacceptable use of the Trust’s ICT facilities. Any 
breach of this policy may result in disciplinary or behaviour proceedings.  
 

4.2. Unacceptable use of the ICT facilities includes: 
 

4.2.1. Using the ICT facilities to breach intellectual property rights or 
copyright; 

4.2.2. B
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5.4. The Trust provides each member of staff with a platform for electronic 

communications and an individual account, including email and other 
applications. This account should be used for work purposes only. Multi-factor 
authentication will be enabled on the account(s). 
 

5.5. All work-related business should be conducted using the account and associated 
email address and identifiers that the Trust has provided. 
 

5.6. Staff must not share their personal email addresses or contacts with 
parents/carers and pupils, and must not send any work-related materials using 
their personal accounts. 
 

5.7. Staff must take care with the content of all communications, as incorrect or 
improper statements can give rise to claims for discrimination, harassment, 
defamation, breach of confidentiality or breach of contract. 
 

5.8. Communications are required to be disclosed in legal proceedings or in response 
to requests from individuals under the Data Protection Act 2018 in the same way 
as paper documents. Deletion from a user’s inbox/account does not mean that 
an email cannot be recovered for the purposes of disclosure. All communications 
should be treated as potentially retrievable. 
 

5.9. Staff must take extra care when sending sensitive or confidential information. 
Any attachments containing sensitive or confidential information should be 
encrypted so that the information is only accessible by the intended recipient. 
 

5.10. If staff receive a communication in error, the sender should be informed and 
the communication deleted. If the communication contains sensitive or 
confidential information, the user must not make use of that information or 
disclose that information. If staff send a communication in error that contains 
the personal information of another person, they must immediately follow the 
Trust Data Protection Policy. 
 

5.11. Staff must not give their personal phone number(s) to parents/carers or 
pupils, unless this has been pre-approved by their line manager. Staff must 
otherwise use phones provided by the school to conduct all work-related 
business. Trust\School Mobile phones must not be used for personal matters. 
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5.12. Staff who are provided with mobile phones as equipment for their role must 
abide by the same rules for ICT acceptable use as set out in this policy. The 
Trust can record incoming and outgoing phone conversations. This may be done 
to protect staff from abusive behaviour. This function may be used for 
safeguarding. All non-standard recordings of phone conversations must be pre-
approved and consent obtained from all parties involved. 
 

5.13. Staff are permitted to occasionally use Trust 



 
 
 

Page 8 of 30 
 

6.1. Members of staff should make sure their use of social media, either for work or 
personal purposes, is appropriate at all times and would not risk compromising 
their own professional integrity or bringing the Trust into disrepute, and be 
consistent with the Nolan Principles/  
 

6.2. The Trust allows access to the wireless network by personal devices if the device 
complies with security standards set out by the Trust. Devices must run 
supported operating systems on manufacturer-supported hardware and should 
have antivirus and firewalls in place. The devices must not have inappropriate 
software running and should not attempt to bypass the filtering systems used by 
the Trust. Devices are the responsibility of the owner, and any damage incurred 
on-site is their responsibility. Trust data should not be moved and stored on 
personal devices. 
 

6.3. Staff are permitted to access files and email using their personal devices as long 
as they are secured with a pin code\password. The Trust reserves the right to 
remove or block devices from the network if appropriate. The Trust operates 
monitoring and filtering systems that may record information from devices 
accessing the Trust wireless network.   
 

6.4. We allow staff to access the Trust ICT facilities and materials remotely. Staff can 
access cloud-based systems through their usual account access or, where 
necessary, should dial in using the Trust’s virtual private network (VPN). 
 

6.5. Access to Trust systems and the VPN is managed by the ICT team. Staff can 
request access via the IT helpdesk. 
 

6.6. Staff accessing the Trust ICT facilities and materials remotely must abide by the 
same rules as those accessing the facilities and materials on site. Staff must be 
particularly vigilant if they use the Trust ICT facilities outside the Trust\school. 
 

7. School social media accounts 
 

7.1. If schools utilise official social media accounts, managed by staff, these should 
be limited to a minimal reasonable number. Staff members who have not been 
authorised to manage or post to the account must not access or attempt to 
access the account. Accounts must be set up using the Trust email address or 
equivalent and should never be managed through personal accounts. The Data 
Controller and Processor must keep a record of who is managing accounts within 
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 Evidence of suspected criminal behaviour (such as threats of violence or 
assault) 

 
9.4. Before a search, if the authorised staff member is satisfied that they have 

reasonable grounds for suspecting any of the above, they will also: 
 
 Make an assessment of how urgent the search is, and consider the risk to 

other pupils and staff. If the search is not urgent, they will seek advice from 
the Headteacher or DSL. 

 Explain to the pupil why they are being searched, and how and where the 
search will happen, and give them the opportunity to ask questions about it 

 Seek the pupil’s co-operation 
 

9.5. The authorised staff member should: 
 
 Inform the DSL (or deputy) of any searching incidents where they had 

reasonable grounds to suspect a pupil was in possession of a banned item. 
 Involve the DSL (or deputy) without delay if they believe that a search has 

revealed a safeguarding risk. 
 

9.6. Authorised staff members may examine, and in exceptional circumstances erase, 
any data or files on a device that they have confiscated where they believe there 
is a justifiable reason to do so only with the express permission of the 
information controller (Headteacher). 
 

9.7. When deciding whether there is a ‘good reason’ to examine data or files on a 
device, the staff member should only do so if they reasonably suspect that the 
data has been, or could be, used to: 
 
 Cause harm, and/or 
 Undermine the safe environment of the school or disrupt teaching, and/or 
 Commit an offence 
 

9.8. If inappropriate material is found on the device, the staff member must engage 
with the DSL and the headteacher should decide on a suitable response. If there 
are images, data or files on the device that staff reasonably suspect are likely to 
put a person at risk, they will first consider the appropriate safeguarding 
response. 
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9.9. When deciding whether there is a good reason to erase data or files from a 
device, staff members will consider whether the material may constitute 
evidence relating to a suspected offence. In these instances, they will not delete 
the material, and the device will be handed to the police as soon as is 
reasonably practicable. The erasing of data or files from a device that is not 
Trust-owned must be approved by the Headteacher, and the Trust Data 
Protection Officer informed. Advice from the DSL should also be sought if this 
relates to matters of a safeguarding nature. If the material is not suspected to 
be evidence in relation to an offence, the Headteacher may determine to delete 
it if: 
 
 They reasonably suspect that its continued existence is likely to cause harm 

to any person, and/or 
 It is the only way to protect the integrity and legal right to anonymity of the 

pupils or staff in a school, without otherwise referring the matter to the 
Police and the Information Commissioners Office; 

 The pupil and/or the parent refuses to delete the material themselves 
 

9.10. In circumstances where the pupil and/or parent refuses to enable access to a 
device for the purposes of review or deletion, and the Headteacher is clear that 
there is a requirement to examine data or files on a device to ensure the Trust 
meets its legal Data Protection duties, the device will be retained on the school 
site until the issue is resolved, and parents/carers will be signposted to the Trust 
Complaints Policy where they disagree. 
 

9.11. If a staff member suspects a device may contain an indecent image of a child 
(also known as a nude or semi-nude image), they will: 
 
 Not view the image 
 Not copy, print, share, store or save the image 
 Confiscate the device and report the incident to the DSL (or deputy) 

immediately, who will decide what to do next. The DSL will make the 
decision in line with the Government’s latest guidance on searching, 
screening and confiscation and the UK Council for Internet Safety (UKCIS) et 
al.’s guidance on sharing nudes and semi-nudes: advice for education 
settings working with children and young people 

 
9.12. Any searching of pupils will be carried out in line with: 

 
 The latest statutory guidance on searching, screening and confiscation 
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 UKCIS et al.’s guidance on sharing nudes and semi-nudes: advice for 
education settings working with children and young people 

 Our behaviour policy 
 

9.13. 
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security standards recommended by the Government’s guidance on digital and 
technology standards in schools and colleges, including the use of: 

 
 Firewalls 
 Security features 
 User authentication and multi-factor authentication 
 Anti-malware software 
 

11.3. All users of the Trust’s ICT facilities should set strong passwords for their 
accounts and keep these passwords secure. Users are responsible for the 
security of their passwords and accounts, and for setting permissions for 
accounts and files they control. 
 

11.4. 
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12.2.5. Not engage in ransom requests from ransomware attacks, as 
this would not guarantee recovery of data 
 

12.2.6. Put controls in place that are: 
12.2.6.1. Proportionate: the school will verify this periodically through 

external audit to objectively test that what it has in place is effective 
12.2.6.2. Multi-layered: everyone will be clear on what to look out for to 

keep our systems safe 
12.2.6.3. Up to date: with a system in place to monitor when the school 

needs to update its software 
12.2.6.4. Regularly reviewed and tested: to make sure the systems are as 

effective and secure as they can be 
 

12.2.7. Back up critical daily and store these backups in cloud based 
storage. 
 

12.2.8. Delegate specific responsibility for maintaining the security of 
our management information system (MIS) to our Cloud based provider. 
 

12.2.9. Make sure staff: 
 

12.2.9.1. Dial into our network using a virtual private network (VPN) 
when working from home 

12.2.9.2. Enable multi-factor authentication where they can, on things like 
school email accounts 

12.2.9.3. Store passwords securely 
 

12.2.10. Make sure ICT staff conduct regular access reviews to make 
sure each user in the school has the right level of permissions and admin 
rights 
 

12.2.11. Have a firewall in place that is switched on 
 

12.2.12. Check that its supply chain is secure, for example by asking 
suppliers about how secure their business practices are and checking if 
they have the Cyber Essentials certification 
 

12.2.13. Develop, review and test an incident response plan with the IT 
department including, for example, how the school will communicate 
with everyone if communications go down, who will be contacted and 
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when, and who will notify Action Fraud of the incident. This plan will be 
reviewed and tested every 6 months and after a significant event has 
occurred, using the NCSC’s ’Exercise in a Box’ 

13. Internet Access 
 

13.1. The school’s wireless internet connection is secure. All SSID’s are filtered to 
either staff or pupil appropriate levels. Guest wireless is available at some sites, 
this is filtered and monitored. 
 

13.2. If staff become aware of sites that they believe should have been filtered out 
of Trust systems, they should inform their line manager and the ICT team 
immediately and, where appropriate, the DSL. 
 

13.3. Pupils can access the wireless using school devices. 
 

13.4. Parents/carers and visitors to the school will not be permitted to use the 
school’s WiFi unless specific authorisation is granted by the headteacher. 
 

13.5. The Headteacher will only grant authorisation if: 
 
 Parents/carers are working with the school in an official capacity (e.g. as a 

volunteer or as a member of the PTA) 
 Visitors need to access the 
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APPENDIX 1 

Acceptable use of ICT: agreement for parents and carers 

Name of parent/carer:  

 

Name of child: 

Online channels are an important way for parents/carers to communicate with, or 
about, our school. 
The school uses a variety of channels for digital communication with 
parents/carers. 
Parents/carers also set up independent channels to help them stay on top of 
what’s happening in their child’s class. For example, class/year Facebook groups, 
email groups, or chats (through apps such as WhatsApp). 

When communicating with the school via official communication channels, or 
using private/independent channels to talk about the school, I will: 
• Be respectful towards members of staff, and the school, at all times 
• Be respectful of other parents/carers and children 
• Direct any complaints or concerns through the school’s official channels, so 

they can be dealt with in line with the school’s complaints procedure 
I will not: 
• Use private groups, the school’s Facebook page, or personal social media to 

complain about or criticise members of staff. This is not constructive and the 
school can’t improve or address issues unless they are raised in an appropriate 
way 

• Use private groups, the school’s Facebook page, or personal social media to 
complain about, or try to resolve, a behaviour issue involving other pupils. I 
will contact the school and speak to the appropriate member of staff if I’m 
aware of a specific behaviour issue or incident 

• Upload or share photos or videos on social media of any child other than my 
own, unless I have the permission of the other children’s parents/carers 

Signed:  Date: 
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I understand that the school can discipline me if I do certain unacceptable things 
online, even if I’m not in school when I do them.  

Signed (pupil):  Date: 

Parent/carer agreement: I agree that my child can use the school’s ICT 
systems and internet when appropriately supervised by a member of school staff. 
I agree to the conditions set out above for pupils using the school’s ICT systems 
and internet, and for using personal electronic devices in school, and will make 
sure my child understands these. 

Signed (parent/carer):  Date: 
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Parent/carer agreement: 
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APPENDIX 4 
 

Acceptable use of the school’s ICT facilities and the internet:  
agreement for staff, governors, volunteers and visitors 

Name of staff member/governor/volunteer/visitor:  
 

When using the school’s ICT facilities and accessing the internet in school, or 
outside school on a work device, I will not:  
• Access, or attempt to access inappropriate material, including but not limited 

to material of a violent, criminal or pornographic nature (or create, share, link 
to or send such material) 

• Use them in any way which could harm the school’s reputation 

• Access social networking sites or chat rooms 
• Use any improper language when communicating online, including in emails or 

other messaging services 
• Install any unauthorised software, or connect unauthorised hardware or 

devices to the school’s network 
• Share my password with others or log in to the school’s network using 

someone else’s details 
• Share confidential information about the school, its pupils or staff, or other 

members of the community 
• Access, modify or share data I’m not authorised to access, modify or share 
• Promote any private business, unless that business is directly related to the 

school 
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APPENDIX 5: Cyber Security Glossary 
 
These key terms will help you to understand the common forms of cyber-attack and 
the measures the Trust will put in place. They’re from the National Cyber Security 
Centre (NCSC) glossary.  

TERM DEFINITION 

Antivirus Software designed to detect, stop and remove malicious 
software and viruses. 

Breach When your data, systems or networks are accessed or 
changed in a non-authorised way. 

Cloud Where you can store and access your resources (including 
data and software) via the internet, instead of locally on 
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TERM DEFINITION 

Malware Malicious software. This includes viruses, trojans or any code 
or content that can adversely impact individuals or 
organisations. 

Patching 
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TERM DEFINITION 

Virus Programmes designed to self-replicate and infect legitimate 
software programs or systems. 

Virtual private 
network (VPN) 

An encrypted network which allows remote users to connect 
securely. 

Whaling Highly- targeted phishing attacks (where emails are made 
to look legitimate) aimed at senior people in an 
organisation. 
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APPENDIX 6: Social Media Guidelines 
 

 
The Trust recognises that social media and social networking sites play an important 
role in the lives of many people, including our employees, pupils and parents. 

The Employee Code of Conduct gives clarity to the way in which social media is to 
be used by staff employed by the Trust, and whilst social media gives many 
benefits, there are also associated risks around safeguarding and reputational 
damage in an educational environment. 

It is likely that a high proportion of our staff have their own social networking site 
accounts. It is important for them to protect their professional reputation by 
ensuring that they use their personal accounts in an appropriate manner. 

We therefore ask that all staff review and adjust their privacy settings to 
give them the appropriate level of privacy and confidentiality. Please 
ensure that any social media accounts are set to ‘private’ and due 
consideration is given to anything posted on a 
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across the Trust and schools now factor in an ‘online social media check’ for all 
new applicants to identify any issues which may need exploring prior to offering 
employment. 

 
If you have any queries on the above guidance, please contact the Central Trust HR 
Team on 01709 257277 or by email to hr-enquiries@nexusmat.org 
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